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Outline
• The HSM-based EUDI Wallet
• HSM-based wallet security challenges 
• HSM-based wallet design on SECDSA (Split-ECDSA)
• Cryptographic details of the SECDSA HSM-based EUDI Wallet
• Transition to Post Quantum Cryptography (PQC)
• Java implementation
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The EUDI wallet

Data format X.509 Issuer Signature
Public Key

(‘hardware bound’)
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EUDI wallet: architectures in the ARF
HSM-based EUDI Wallet

• HSM: Hardware Security Module
Tamper-resistant device for key 
storage and crypto functions.
Keys never leave the HSM → strong 
security

• PKCS#11: Standard interface for:
- Key management,
- Standard operations, e.g. signing 

and encryption, 

HSM-based EUDI wallet → HSM-based wallet security challenges → SECDSA design → Cryptographic details → PQC-transistion→ Java

https://eudi.dev/2.7.3/architecture-and-reference-framework-main/
https://docs.oasis-open.org/pkcs11/pkcs11-base/v2.40/os/pkcs11-base-v2.40-os.html
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The HSM-based EUDI Wallet: details

Wallet
Provider

WSCA

Wallet
Provider

Webservice
Instruction

Result
Result

Instruction
PKCS11 HSM

Wallet
Provider

WSCD

APP
Store

Wallet
APP

Native mobile cryptographic Hardware
(Secure Enclave, HBK, StrongBox, TPM)

Instruction signature based on two authentication factors, typically possession and knowledge (PIN).

eIDAS High 
Authentication
‘end-point’

PIN

Transaction Log

Internet

User keys

Instruction

HSM-FirmwareHSM-Firmware or Software?

HSM-Firmware WSCA: disadvantageous, e.g. vendor lock-in 

HSM-bound Secure Messaging (SCI)
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Wallet challenges: PIN-data leakage & Repudiation risk (1/2) 

Common PIN Design
• Used in several wallets including current NL- and D- wallet
• Two keypairs: one for ‘possession’ (= hardware backed key) and one for ‘knowledge’ (=PIN).
• Instruction ‘signature’ thus consists of two signatures: Possession-signature and PIN-signature
• During wallet activation two public keys are registered at WP: possession public key  and PIN public key

Possession public/private keypair
• generated and used through mobile cryptographic hardware (iOS: Secure Enclave, Android: HBK)

PIN public/private keypair
• User enters PIN →Wallet derives private key σ from PIN → compute PIN public key 
• Every PIN choice leads to a specific PIN-signature
• Wallet Provider WSCA only accepts instructions with valid PIN-signature = verifies with registered PIN public key

Possession Public Key
PIN Public Key

“12345” → F0AB79011D7771603D …
“54321”→ B4BA103AED36D5706E …

HSM-based EUDI wallet → HSM-based wallet security challenges → SECDSA design → Cryptographic details → PQC-transistion→ Java
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Wallet challenges: PIN-data leakage & Repudiation risk (2/2) 

PIN-data leakage Issue
• Attacker with valid PIN-signature or registered PIN public key and access to user device can determine user PIN by trying all 

PINs (‘brute-force’)
• Valid PIN-signatures and registered PIN public keys can be obtained from WSCA or communication between wallet and 

WSCA. For software WSCA considered possible by attackers with “High attack potential”, e.g. nation states.
• Access to device required for ‘brute-force’ is possible with ‘off the shelf‘ mobile spyware such as Pegasus easily feasible for 

high attack potential attackers 

→ Software WSCA: PIN ‘brute-force’ attack feasible for “High Attack Potential” attackers (AVA_VAN.5) 

→ Common PIN design requires WSCA implemented  as HSM-firmware which is problematic

Repudiation Issue

• Due to the PIN-data leakage wallet cannot store PIN-signatures in its Transaction Log complicating dispute resolution 

HSM-based EUDI wallet → HSM-based wallet security challenges → SECDSA design → Cryptographic details → PQC-transistion→ Java

More on
these issues
here.

Possession Public Key
PIN Public Key

https://en.wikipedia.org/wiki/Pegasus_(spyware)
https://gitlab.opencode.de/bmi/eudi-wallet/wallet-development-documentation-public/-/issues/3
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The SECDSA (Split-ECDSA) based design
 No HSM-firmware WSCA but software-based WSCA (e.g., 

container) and standard (PKCS#11) HSM— no vendor lock-in
 Avoids PIN-data leakage risk by HSM-bound PIN verification
 Setup of HSM-based Secure Messaging (SCI)
 Avoids Repudiation risk by providing publicly verifiable & 

transferable user-signed instructions
 Uses only one HSM call overhead per instruction — scalable, 

flexible, high-performant and cost-efficient.

HSM-based EUDI wallet → HSM-based wallet security challenges → SECDSA design → Cryptographic details → PQC-transistion→ Java

https://docs.oasis-open.org/pkcs11/pkcs11-base/v2.40/os/pkcs11-base-v2.40-os.html
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Cryptographic basics of the SECDSA HSM-based EUDI Wallet 

Wallet
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‘Blinded SECDSA signature’ = (𝑅, 𝐺′′, 𝑌′′, 𝑍𝐾𝑃)

eIDAS High 
Authentication
‘end-point’

SCI

PIN

Transaction Log

Internet

User keys

Instruction

‘Blinded SECDSA public key (𝐺′, 𝑌′)

WE EXPLAIN THE WORKING OF SECDSA,  THE BLINDED SECDSA PUBLIC KEY 
+ SIGNATURE AND THE ZERO KNOWLEDGE PROOF 

Standard PKCS11 HSM + No PIN-data leakage + HSM-based Secure Messaging
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UserDB
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Full representation ECDSA
Standard PKCS11 HSM + No PIN-data leakage + HSM-based Secure Messaging

• We include ECC point R in 
signature instead of integer  r 
derived from it.

• Equivalent specification

HSM-based EUDI wallet → HSM-based wallet security challenges → SECDSA design → Cryptographic details → PQC-transistion→ Java
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Split-ECDSA (SECDSA)
• Suppose you have hardware bound  private key 𝑢, e.g. in  Apple Secure Enclave or Android HBK 

• SECDSA combines possession private key 𝑢 and PIN-derived key 𝜎 into one ECDSA private key consisting of their 
product 𝑢 ⋅ 𝜎: allows signing with their product by ‘tricking’ the hardware (see next slide)

• That is, SECDSA public key 𝑌 equals 𝜎 ⋅ 𝑈 = 𝜎 ⋅ 𝑢 ⋅ 𝐺 where 𝐺 is the standard generator of the group

Wallet
APP

𝑢 private possession key

SECDA private key = 𝜎 ⋅ 𝑢

PIN-derived

Standard PKCS11 HSM + No PIN-data leakage + HSM-based Secure Messaging

SECDSA public key Y

HSM-based EUDI wallet → HSM-based wallet security challenges → SECDSA design → Cryptographic details → PQC-transistion→ Java
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Split-ECDSA (SECDSA)
Standard PKCS11 HSM + No PIN-data leakage + HSM-based Secure Messaging

SECDSA public key 𝑌 = 𝜎 ⋅ 𝑈 = 𝜎 ⋅ 𝑢 ⋅ 𝐺

PIN-derived

Hardware
(possession)

based

• SECDA uses so-called ‘raw’ signing, i.e. signing of hash value, with a hardware bound private key 𝑢
• Simple verification that (R,s) is indeed valid ECDSA signature with respect to SECDSA public key Y.

HSM-based EUDI wallet → HSM-based wallet security challenges → SECDSA design → Cryptographic details → PQC-transistion→ Java

Raw ECDSA
Signing with u
(in hardware)

Pre-computation

Post-computation
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Split-ECDSA (SECDSA)

• SECDSA is as secure as ECDSA (Proposition 3.2).
• With access to the user device plus the raw SECDSA public key Y or signature 𝑅, 𝑠 , an attacker can brute-force 

the user PIN.
• We can avoid PIN brute-force and the repudiation risks by:

✓ Blinding of SECDSA public key Y before registration (in internal certificate)
✓ Blinding signatures which includes adding a Zero-Knowledge Proof (ZKP)

Raw ECDSA
Signing with u
(in hardware)

Pre-computation

Post-computation

Standard PKCS11 HSM + No PIN-data leakage + HSM-based Secure Messaging

SECDSA public key 𝑌 = 𝜎 ⋅ 𝑈 = 𝜎 ⋅ 𝑢 ⋅ 𝐺

PIN-derived

Hardware
(possession)

based

HSM-based EUDI wallet → HSM-based wallet security challenges → SECDSA design → Cryptographic details → PQC-transistion→ Java
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Blinding of the SECDSA public key

PKCS#11

• The blinded SECDA public key 𝒀 takes the form G′, Y′ = 𝑎 ⋅ 𝐺, 𝑎 ⋅ 𝒀 where 𝑎 is a user specific ECDH blinding private key
managed in the Wallet Provider HSM (‘WSCD’).

• G′ = 𝑎 ⋅ 𝐺 is the ECDH blinding public key and 𝒀′ = 𝑎 ⋅ 𝒀 is the DH exchanged key with ephemeral key 𝒀: 
• The blinded SECDSA public key G′, 𝒀′ is part of the Internal Certificate issued to the wallet during its activation.
• The issuance protocol (Protocol 4 in Annex D) ensures wallet provider has no access raw SECDA public key Y (no PIN-data leakage)
• Requires two PKCS#11 ECDH HSM operations (’CKM_ECDH1_DERIVE’’)

Internal
Certificate

𝐺′ = 𝑎 ⋅ 𝐺

𝒀′ = 𝑎 ⋅ 𝒀

Standard PKCS11 HSM + No PIN-data leakage + HSM-based Secure Messaging

Blinding public key

Blinding private key

HSM-based EUDI wallet → HSM-based wallet security challenges → SECDSA design → Cryptographic details → PQC-transistion→ Java

𝒂

Blinded SECDSA public key

https://docs.oasis-open.org/pkcs11/pkcs11-base/v2.40/os/pkcs11-base-v2.40-os.html
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Blinding of SECDSA signatures

• A raw SECDSA signature 𝑅, 𝑠 of Algorithm 1 in Slide 4 is blinded in 2 steps using the blinded SECDSA public key G′, 𝒀′ =
𝑎 ⋅ 𝐺, 𝑎 ⋅ 𝒀 in the internal certificate (cf. the previous slide):

1. Form 𝑅, G′′, 𝒀′′ = 𝑅, 𝑠−1 ⋅ 𝐺′, 𝑠−1 ⋅ 𝑌′
2. Form ZKP (standard Schnorr ZKP) proving that there exists an 𝑥 such that: 𝐺′′ = 𝑥 ⋅ 𝐺′𝑎𝑛𝑑 𝑌′′ = 𝑥 ⋅ 𝑌′

Note: this x is thus 𝑠−1 𝑚𝑜𝑑 𝑞 where 𝑞 is the group order.

Standard PKCS11 HSM + No PIN-data leakage + HSM-based Secure Messaging

HSM-based EUDI wallet → HSM-based wallet security challenges → SECDSA design → Cryptographic details → PQC-transistion→ Java
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Verification of blinded SECDSA signature with blinded public key

PKCS#11

Heuristics
• Verification of raw signature 𝑅, 𝑠 on message M with raw SECDSA public key 𝑌, cf. Slide 3, Algorithm 16:

1. 𝑟 = ҧ𝑥 mod 𝑞 where ҧ𝑥 is the x-coordinate of R converted to an integer
2. e = 𝐻 𝑀 represented as integer
3. R =? 𝑒 ⋅ 𝑠−1 ⋅ 𝐺 + 𝑟 ⋅ 𝑠−1 ⋅ 𝑌

• Step 3 is equivalent to (multiply left and right with blinding private key 𝑎):
a ⋅ R =? 𝑎 ⋅ 𝑒 ⋅ 𝑠−1 ⋅ 𝐺 + 𝑎 ⋅ 𝑟 ⋅ 𝑠−1 ⋅ 𝑌 = 𝑒 ⋅ 𝑠−1 ⋅ 𝑎 ⋅ 𝐺 + 𝑟 ⋅ 𝑠−1 ⋅ (𝑎 ⋅ 𝑌) )
a ⋅ R =? 𝑒 ⋅ (𝑠−1⋅ 𝐺′) + 𝑟 ⋅ (𝑠−1 ⋅ 𝑌′) = 𝑒 ⋅ 𝐺′′ + 𝑟 ⋅ 𝑌′′

• So, the WSCA verification of a blinded SECDSA signature 𝑅, G′′, 𝒀′′ + ZKP with internal certificate holding blinding public key G′, Y′′

consists of (Proposition 3.3): 
1. Verify ZKP → there exists 𝑠 such that G′′ = 𝑠−1 ⋅ 𝐺′ and Y’’ = 𝑠−1 ⋅ 𝑌′
2. r = ҧ𝑥 mod 𝑞 where ҧ𝑥 is the x-coordinate of R converted to an integer
3. e = 𝐻 𝑀 represented as integer
4. a ⋅ R =? 𝑒 ⋅ 𝐺′′ + 𝑟 ⋅ 𝑌′′ is a comparison with the ECDH shared key a ⋅ R based on ephemeral key R and ECDH blinding private key a, 

i.e. one PKCS#11 ECDH operation in Wallet Provider HSM (’CKM_ECDH1_DERIVE’’).  If comparison fails WSCA increments ‘PIN-failure 
counter’ → blocking after certain threshold is exceeded.

 Wallet Provider can verify blinded SECDSA signature using standard PKCS11 HSM
 Comparison in Step 4 is based on ECDH ‘decision problem’ (DDH) → No PIN-data leakage
 Use R as ephemeral ECDH key and  𝑒 ⋅ 𝐺′′ + 𝑟 ⋅ 𝑌′′ (‘=‘a ⋅ R′) as ECDH shared key 

→ HSM-bound Secure Messaging 

How to make Step 4 publicly verifiable & transferable using standard PKCS11 HSMs?

Standard PKCS11 HSM + No PIN-data leakage + HSM-based Secure Messaging

𝑅, G′′, 𝒀′′ = 𝑅, 𝑠−1 ⋅ 𝐺′, 𝑠−1 ⋅ 𝑌′

HSM-based EUDI wallet → HSM-based wallet security challenges → SECDSA design → Cryptographic details → PQC-transistion→ Java

https://docs.oasis-open.org/pkcs11/pkcs11-base/v2.40/os/pkcs11-base-v2.40-os.html
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How to make the verification in Step 4 publicly verifiable & transferable?

• Wallet Provider has an ECDH blinding private key 𝑎 managed in its HSM (WSCD) with blinding public key G′ = 𝑎 ⋅ 𝐺
• Wallet Provider also has a pair 𝑅, 𝑅′ ∈< 𝐺 >2 with 𝑅′ = 𝑎 ⋅ 𝑅; how  can the Wallet Provider make this publicly verifiable?
• By the nature of ECDH the proof gained by the wallet provider using its HSM call is not transferable. 

How to prove: 𝐺′ = 𝑎 ⋅ 𝐺 and 𝑅′ = 𝑎 ⋅ 𝑅 (*)

(Formally: ∃ x such that 𝐺′ = 𝑥 ⋅ 𝐺 and 𝑅′ = 𝑥 ⋅ 𝑅)

Conceptually easiest way: Schnorr ZKP  based on ECDH blinding key 𝑎.  Alas: not supported by standard HSMs.

HSM-based EUDI wallet → HSM-based wallet security challenges → SECDSA design → Cryptographic details → PQC-transistion→ Java
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First method:
• ECDH based interactive protocol between a third party, e.g. a judge or mediator, and the wallet provider using the “implicit zero-

knowledge approach”, cf.  [8.] of the paper.

How to prove 𝐺′ = 𝑎 ⋅ 𝐺 and 𝑅′ = 𝑎 ⋅ 𝑅 (*)

𝑆′ = 𝑎 ⋅ 𝐸

= 𝑎 ⋅ 𝑒0 ⋅ 𝑅 + 𝑒1 ⋅ 𝐺

= 𝑒0 ⋅ 𝑎 ⋅ 𝑅 + 𝑒1 ⋅ 𝑎 ⋅ 𝐺
= 𝑒0 ⋅ 𝑅

′ + 𝑒1 ⋅ 𝐺′

= 𝑆

If (*) holds, then

If (*) does not hold, then 𝑆 = 𝑆′ with 
probability 1/q, i.e. negligible

Making publicly verifiable & transferable instruction signature (Avoiding Repudiation risk) 

Publicly verifiable but not transferable, how do make a transferable proof?  

HSM-based EUDI wallet → HSM-based wallet security challenges → SECDSA design → Cryptographic details → PQC-transistion→ Java

(*) 
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How to make the verification in Step 4 publicly verifiable?

Second method:
• Verifier is Trusted Third Party (TTP)

• TTP signs ephemeral key E (Challenge) proving that the Prover (Wallet Provider) has not generated private keys e0 , e1 himself

• TTP encrypts the private keys e0 , e1 with the corresponding ECDH shared key S 
• If Prover can provide e0 , e1 as Response this implies that (*) holds and is Publicly Verifiable & Transferable.

How to prove 𝐺′ = 𝑎 ⋅ 𝐺 and 𝑅′ = 𝑎 ⋅ 𝑅 (*)

Making publicly verifiable & transferable instruction signature (Avoiding Repudiation risk) 

Publicly verifiable and transferable, but requires two HSM calls and can we get rid of the Trusted Third Party?

HSM-based EUDI wallet → HSM-based wallet security challenges → SECDSA design → Cryptographic details → PQC-transistion→ Java
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How to make the verification in Step 4 publicly verifiable?

Third method (and proposed method, some details left out for presentation):
• Wallet acts as the ‘TTP’
• Wallet generates ephemeral keys 𝑒0, 𝑒1in a provable ‘random’ way from Seed→Wallet Provider can also rely on proof on (*)
• Wallet signs the ephemeral key E (Challenge) with its private possession key u; public key U also included in Internal Certificate
• Wallet signature on the Challenge also includes Hash(Hash(𝑒0)) and Hash(Hash(𝑒1))
• Wallet encrypts Seed, Instruction and blinded SECDSA signature with ECDH-key S (secure messaging)
• Wallet Provider Response is not 𝑒0, 𝑒1 but Hash(𝑒0) and Hash(𝑒1) to ensure confidentially of ECDH-key S used in Secure Messaging
• Challenge-Response publicly verifiable & transferable

//Challenge signature also includes Instruction Serial Number; verification/replay detection in Wallet Provider Perimeter: security in depth

How to prove 𝐺′ = 𝑎 ⋅ 𝐺 and 𝑅′ = 𝑎 ⋅ 𝑅 (*)

Making publicly verifiable & transferable instruction signature (Avoiding Repudiation risk) 

Idea:
𝑒0 = 𝐻𝑎𝑠ℎ 𝑆𝑒𝑒𝑑 || 𝑅 || 𝑅′ || 𝐺 || 𝐺′ || "0"
𝑒1 = 𝐻𝑎𝑠ℎ 𝑆𝑒𝑒𝑑 || 𝑅 || 𝑅′ || 𝐺 || 𝐺′ || "1"

HSM-based EUDI wallet → HSM-based wallet security challenges → SECDSA design → Cryptographic details → PQC-transistion→ Java
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Transition to Post Quantum Cryptography (PQC)

HSM-based EUDI wallet → HSM-based wallet security challenges → SECDSA design → Cryptographic details → PQC-transistion→ Java

• HSM-based wallets offer inherent cryptographic flexibility, enabling rapid integration of new algorithms—including post-
quantum cryptography (PQC)—by simply updating the HSM.

• Annex C of the paper discusses a variant of the HSM-based wallet design that is PQC-ready, allowing for a first step in the full
PQC-transition.

• This variant:
- leaves no PQC-vulnerable data in the wallet by removing the blinded basepoint 𝐺′ = 𝑎 ⋅ 𝐺 from the internal certificate
- exchanges no PQC-vulnerable data between wallet and wallet provider by using a PQC algorithm like ML-KEM instead of 

ECDH
- Is highly compatible with the original design allowing for easily switching to it when necessary. 
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Java implementation
1. Internal certificate issuance (Protocol 4)
2. Encrypted/signed instruction generation (Algorithm 37)
3. Instruction execution, verifiable Transaction Record generation (Algorithm 38)
4. Third-party Transaction Record verification (Algorithm 39)
Full spec: Annex D of specification (https://wellet.nl/SECDSA-EUDI-wallet-latest.pdf)

Java implementation

HSM-based EUDI wallet → HSM-based wallet security challenges → SECDSA design → Cryptographic details → PQC-transistion→ Java

https://wellet.nl/SECDSA-EUDI-wallet-latest.pdf
https://wellet.nl/SECDSA-EUDI-wallet-latest.pdf
https://wellet.nl/SECDSA-EUDI-wallet-latest.pdf
https://wellet.nl/SECDSA-EUDI-wallet-latest.pdf
https://wellet.nl/SECDSA-EUDI-wallet-latest.pdf
https://wellet.nl/SECDSA-EUDI-wallet-latest.pdf
https://wellet.nl/SECDSA-EUDI-wallet-latest.pdf


24

Java implementation

Java implementation

HSM-based EUDI wallet → HSM-based wallet security challenges → SECDSA design → Cryptographic details → PQC-transistion→ Java



25

Conclusion

HSM-based EUDI wallet → HSM-based wallet security challenges → SECDSA design → Cryptographic details → PQC-transistion→ Java
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