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* The HSM-based EUDI Wallet

* HSM-based wallet security challenges

 HSM-based wallet design on SECDSA (Split-ECDSA)

* Cryptographic details of the SECDSA HSM-based EUDI Wallet
* Transition to Post Quantum Cryptography (PQC)

* Java implementation
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The EUDI wallet
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EUDI wallet: architectures in the ARF

HSM-based EUDI Wallet

* HSM: Hardware Security Module

Tamper-resistant device for key Biometrics
storage and crypto functions. Wallet
Keys never leave the HSM = strong APP Knowledge

security
e PKCS#11: Standard interface for:
— Key management,
— Standard operations, e.g. signing
and encryption,

Transaction Log

Secure Cryptographic Interface (SCl)

|
Wallet Secure Cryptographic Application (WSCA)
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o Trusted Service : Javacard Javacard Software using
§ App : Applet Applet Operating System
(-] — - 3 !
— HSM - & -4 WSCA/WSCD inte ' G == mmm e e o
ol — — @ ° E) : 1
©
s | Remote koed - Local Local native
| HSM External (HBK, Strongbox, Possession
\ :- ( ) (smart card) (eSIM/eSE) Secure Enclave, TPM)

Wallet Secure Cryptographic Device (WSCD)
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The HSM-based EUDI Wallet: details

HSM-Firmware WSCA: disadvantageous, e.g. vendor lock-in

HSM-Firmware or Software? HSM-Firmware
Container

Internal UserDB
certificate @

TYTY (TY70] 197Y) User keys

Result

<

\
|
|
I

Result WETE Wallet :
Provider Provider :

—> WSCA > WSCD 1
Instruction Instruction I
elDAS High PKCS11 HSM :

Authentication |

‘end-point’ i

: Instruction 5|gnature based on two authentication factors, typically possession and knowledge (PIN).
Transaction Log

Native mobile cryptographic Hardware
(Secure Enclave, HBK, StrongBox, TPM)
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Wallet challenges: PIN-data leakage & Repudiation risk (1/2)
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Store — HSM-bound Secure Messaging (SCl) PIN Public Key P
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certificate @
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\ ‘end-point’

Instruction signature based on two authentication factors, typically possession and knowledge (PIN).
Transaction Log

[ ™

Common PIN Design
* Used in several wallets including current NL- and D- wallet

* Two keypairs: one for ‘possession’ (= hardware backed key) and one for ‘knowledge’ (=PIN).

e Instruction ‘signature’ thus consists of two signatures: Possession-signature and PIN-signature

* During wallet activation two public keys are registered at WP: possession public key and PIN public key

Possession public/private keypair
« generated and used through mobile cryptographic hardware (iOS: Secure Enclave, Android: HBK)

PIN public/private keypair @)sas
* User enters PIN - Wallet derives private key o from PIN = compute PIN public key

* Every PIN choice leads to a specific PIN-signature
* Wallet Provider WSCA only accepts instructions with valid PIN-signature = verifies with registered PIN public key

“12345” - FOAB79011D7771603D ...
“54321”-> B4BA103AED36D5706E ...
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Wallet challenges PIN-data leakage & Repudiation risk (2/2)

= ‘ Possession Public Key @)zes=s

PIN Public Key (@nass

UserDB

Internal
certificate @

FTTY] (79 Y] wser keys
Wallet
Provider

More on
these issues

?
Wallet Result Wallet
APP Provider

—_— WSCA WSCD
Instruction Instruction Instruction

\ ‘end-point’

Instruction signature based on two authentication factors, typically possession and knowledge (PIN).
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e Attacker with valid PIN-signature or registered PIN public key and access to user device can determine user PIN by trying all
PINs (‘brute-force’)

e Valid PIN-signatures and registered PIN public keys can be obtained from WSCA or communication between wallet and
WSCA. For software WSCA considered possible by attackers with “High attack potential”, e.g. nation states.

* Access to device required for ‘brute-force’ is possible with ‘off the shelf’ mobile spyware such as Pegasus easily feasible for
high attack potential attackers

- Software WSCA: PIN ‘brute-force’ attack feasible for “High Attack Potential” attackers (AVA_VAN.5) X
- Common PIN design requires WSCA implemented as HSM-firmware which is problematic

Repudiation Issue
e Due to the PIN-data leakage wallet cannot store PIN-signatures in its Transaction Log complicating dispute resolution ¥
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The SECDSA (Split-ECDSA) based design

The HSM-based EUDI Wallet: details

P e e e e T T T T T
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| Result Wallet Wallet :
l Provider Provider I
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__________________________________________

- Instruction signature based on two authentication factors, typically possession and knowledge (PIN).
Transaction Log

Native mobile cryptographic Hardware
(Secure Enclave, HBK, StrongBox, TPM)
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M No HSM-firmware WSCA but software-based WSCA (e.g.,
container) and standard (PKCS#11) HSM— no vendor lock-in

M Avoids PIN-data leakage risk by HSM-bound PIN verification

M Setup of HSM-based Secure Messaging (SCI)

M Avoids Repudiation risk by providing publicly verifiable &
transferable user-signed instructions

M Uses only one HSM call overhead per instruction — scalable,

flexible, high-performant and cost-efficient. mm‘ﬁ

HSM-based EUDI wallet > HSM-based wallet security challenges = SECDSA design = Cryptographic details = PQC-transistion=> Java


https://docs.oasis-open.org/pkcs11/pkcs11-base/v2.40/os/pkcs11-base-v2.40-os.html

Standard PKCS11 HSM + No PIN-data leakage + HSM-based Secure Messaging

Cryptographic basics of the SECDSA HSM-based EUDI Wallet

- . - ., g

- ~
&, ‘Blinded SECDSA public key (G',Y")
o~ - — e o -
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/ \
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v WE EXPLAIN THE WORKING OF SECDSA, THE BLINDED SECDSA PUBLIC KEY

Native mobile cryptographic Hardware | g|GNATURE AND THE ZERO KNOWLEDGE PROOF
(Secure Enclave, HBK, StrongBox, TPM)
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Full representation ECDSA

Algorithm Full ECDSA signature generation
Input: message M, private key u
Output signature (R, s).

Compute H (M) and convert this to an integer e.
Select random k € {1,...,q — 1}.

Compute R = k-G = (z,y) and convert x to integer ZI.
Compute 7 =z mod q. If r =0 go to Line 1.

If r mod ¢ =0 then go to Line 1.

Compute s =k '(e+ur) modgq. If s=0 go to Line 1.
Return (R, s).

* We include ECC point R in
signature instead of integer r
derived from it.

* Equivalent specification

R L AT

Algorithm Full ECDSA signature verification
Input: message M, signature (R, s), public key U
Output: Accept or Reject signature.

1: Verify that R € () and that s is integer in interval [l,q — 1].

On failure reject the signature.

Compute H(M) and convert this to an integer e.

Compute w = s ' mod q.

Convert the x-coordinate of R to an integer 7; compute r =7 mod q.
Compute R’ = ew-G + rw-U.

If R’ = R accept the signature otherwise reject it

SoR Ly
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Standard PKCS11 HSM + No PIN-data leakage + HSM-based Secure Messaging

Split-ECDSA (SECDSA)

* Suppose you have hardware bound private key u, e.g. in Apple Secure Enclave or Android HBK

* SECDSA combines possession private key u and PIN-derived key g into one ECDSA private key consisting of their
product u - o: allows signing with their product by ‘tricking’ the hardware (see next slide)

* That is, SECDSA publickey Y equals o - U = ¢ - u - G where G is the standard generator of the group

Algorithm SECDSA key generation in EUDI Wallet)
Input: user PIN
Output: SECDSA public key Y = wP(Kp, PIN)-G with v a hardware-bound

Wallet 1: Wallet instructs hardware to generate an ECSDA public key U = u-G and
l, hardware-bound private key u

Wallet uses hardware to generate a PIN-binder key Kp

The user is asked to choose a PIN // entered twice to avoid errors
Wallet generates o = P(Kp,PIN) and computes Y = o-U

Wallet deletes o

Wallet returns SECDSA public key Y including reference to keys u, Kp

SECDA private key =0 - u

Ru- |
u private possession key

RN ol

SECDSA public key Y
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Split-ECDSA (SECDSA)

Algorithm 2 Split-ECDSA (SECDSA) signature generation

PIN-derived Input: message M, user PIN, reference to SECDSA key
Output: signature (r, s).
l l: Generate PIN-key o = P(Kp,PIN)
SECDSA publickeyY=c-U=0-u-G 2: Compute H(M) and convert this to an integer e.
3: Compute ¢’ =0 -emodq <mm Pre-computation
T 4: Select random k € {1,....q — 1} | . Raw ECDSA
5: Compute R = k-G = (x,y) and convert x to integer T o i
Hardware 6: Compute r =z modqg. If r=0 go to Line 1 Signing with u
(possession) 7: If rmod g =0 then go to Line 1 (in hardware)
based 8: Compute so = k™ '(¢/ +ur) modq. If sp =0 go to Line 1

9: Compute s =g-somodgq <4mmm Post-computation

Delete o, s
Return (R.s)

—_ =
—

» SECDA uses so-called ‘raw’ signing, i.e. signing of hash value, with a hardware bound private key u
* Simple verification that (R,s) is indeed valid ECDSA signature with respect to SECDSA public key Y.
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Split-ECDSA (SECDSA)

Algorithm 2 & it-ECDSA (SECDSA) signature generation

PIN-derived Input: message M, user PIN, reference to SECDSA key
Output: signature (r, s).
l l: Generate PIN-key o = P(Kp,PIN)
SECDSA publickeyY=c-U=0-u-G 2: Compute H(M) and convert this to an integer e.
3: Compute ¢’ =0 -emodq <mm Pre-computation
T 4: Select random k € {1,....q — 1} | . Raw ECDSA
5: Compute R = k-G = (x,y) and convert x to integer T o i
Hardware 6: Compute r =z modqg. If r=0 go to Line 1 Signing with u
(possession) 7: If rmod g =0 then go to Line 1 (in hardware)
based 8: Compute sy =k~ '(¢/ +ur)modg. If sp =0 go to Line 1

0. Compute 5 = 0580 mod q - Post-computation
10: Delete a, 5g
11: Return (R.s)

e SECDSA s as secure as ECDSA (Proposition 3.2).
* With access to the user device plus the raw SECDSA public key Y or signature (R, s), an attacker can brute-force
the user PIN.
* We can avoid PIN brute-force and the repudiation risks by:
v" Blinding of SECDSA public key Y before registration (in internal certificate)
v" Blinding signatures which includes adding a Zero-Knowledge Proof (ZKP)
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Standard PKCS11 HSM + No PIN-data leakage + HSM-based Secure Messaging

Blinding of the SECDSA public key

The blinded SECDA public key Y takes the form (G',Y') = (a - G,a - Y) where a is a user specific ECDH blinding private key
managed in the Wallet Provider HSM (“WSCD’).

G' = a - G is the ECDH blinding public key and Y' = a - Y is the DH exchanged key with ephemeral key Y:

The blinded SECDSA public key (G, Y") is part of the Internal Certificate issued to the wallet during its activation.

The issuance protocol (Protocol 4 in Annex D) ensures wallet provider has no access raw SECDA public key Y (no PIN-data leakage)
Requires two PKCS#11 ECDH HSM operations ('CKM_ECDH1_DERIVE”)

) ) . Wallet
Blinding public key Provider
¢ WSCD
L PKCS11 HSM
/’— I *~~\
e | T ----- > Blinding private key
Internal . N i,:—.I: | '
rtificat _—) — . . .
— W m a6 b > Blinded SECDSA public key
N . YI — a . Y,"Q
“internal

Certificate
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Blinding of SECDSA signatures

Blinding public key

A
B N—
o g
"' .:_,---‘v‘— ——————— > Blinding private key
“ A S8 | 1 i
W= a6 poo > Blinded SECDSA public key
R i
b 9
Internal
Certificate

* Araw SECDSA signature (R, s) of Algorithm 1 in Slide 4 is blinded in 2 steps using the blinded SECDSA public key (G',Y") =
(a-G,a-Y) inthe internal certificate (cf. the previous slide):

1. Form (R,G",Y") = (R,S“1 .G',s71. Y’)
2.  Form ZKP (standard Schnorr ZKP) proving that there exists an x such that: ¢ =x-G'and Y"' = x-Y’

Note: this x is thus s™! mod q where q is the group order.
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Standard PKCS11 HSM + No PIN-data leakage + HSM-based Secure Messaging

Heuristics . g 5 ..... | RN
* Verification of raw signature (R, s) on message M with raw SECDSA public key Y, cf. Slide 3, Algorithm 16: - Gi= a6 \\
1. r=x mod g where x is the x-coordinate of R converted to an integer .7 Y =ia¥ \
2. e=H i /T internal @ '
. e = H(M) represented as integer , internal \
3. R =’ e - S_1 -G+ 1 S_l Y / Certificate |
* Step 3 is equivalent to (multiply left and right with blinding private key a): ! !

a-R="a-e-s' - G+ar-st-Y=e-sl-(a-G)+r-st-(aY))e <

a-R="e-(sVG+r-(s1-Y)=e-G"+r-Y"

So, the WSCA verification of a blinded SECDSA signature (R, G",Y"") + ZKP with internal certificate holding blinding public key (G’,Y"")

consists of (Proposition 3.3):

1. Verify ZKP = there exists s suchthat G’ = s~ 1 -G andY’=s"1.V’

2.  r =X mod q where x is the x-coordinate of R converted to an integer

3. e = H(M) represented as integer

4 a-R ="e-G" +r-Y" isacomparison with the ECDH shared key a - R based on ephemeral key R and ECDH blinding private key a,
i.e. one PKCS#11 ECDH operation in Wallet Provider HSM ('CKM_ECDH1_DERIVE"”). If comparison fails WSCA increments ‘PIN-failure
counter’ = blocking after certain threshold is exceeded.

Wallet Provider can verify blinded SECDSA signature using standard PKCS11 HSM
Comparison in Step 4 is based on ECDH ‘decision problem’ (DDH) = No PIN-data leakage | & No HSM-firmware WSCA but software-based WSCA (e.g.,

Ll LY (i i container) and standard (PKCS#11) HSM— no vendor lock-in
Use Ras ephemeral ECDH key a.nd e-G +r-¥ =a-R ) as ECDH shared key M Avoids PIN-data leakage risk by HSM-bound PIN verification
- HSM-bound Secure Messaging i M Setup of HSM-based Secure Messaging (SCI)

i O Avoids Repudiation risk by providing publicly verifiable user-

How to make Step 4 publicly verifiable & transferable using standard PKCS11 HSMs? | signed instructions

i 1 Uses only one HSM call overhead per |nstruct| — scalable,
R e O R R e O T T et e, [lexible, high-performant and cost- efficient.|s



https://docs.oasis-open.org/pkcs11/pkcs11-base/v2.40/os/pkcs11-base-v2.40-os.html

Y= a¥ 9
Internal

Certificate

« Wallet Provider has an ECDH blinding private key a managed in its HSM (WSCD) with blinding publickey G' = a - G
«  Wallet Provider also has a pair (R,R') €< G >% with R’ = a - R; how can the Wallet Provider make this publicly verifiable?
By the nature of ECDH the proof gained by the wallet provider using its HSM call is not transferable.

Howtoprove: G' =a-GandR' =a-R (¥

(Formally: 3 x suchthat G’ = x-Gand R’ = x - R)

Conceptually easiest way: Schnorr ZKP based on ECDH blinding key a. Alas: not supported by standard HSMs.
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Making publicly verifiable & transferable instruction signature (Avoiding Repudiation risk)

Howtoprove G' =a-GandR' =a-R(*) < throu Internal

. Certificate
First method:

* ECDH based interactive protocol between a third party, e.g. a judge or mediator, and the wallet provider using the “implicit zero-
knowledge approach”, cf. [8.] of the paper.

mmmmmTTTTTTTTTT T > If (*) holds, then
3 P : S'=a-E
Protocol e B . ;
Interactive but non-transferable proo»f' between Verifier (e.g. Judge) and Prover =a-(e-R+e -G)

(Wallet Provider) that Statement,(’*) holds e'a*R+e-a-G S (%)

Output: Accept or Reject Statement (11) by Verifier =ey R +e-G

1: Verifier generates random ephemeral private keys ep,e; € [y =S

 2: Verifier computes ephemeral public key E =eg-R+e1-G i % P

- 3: Verifier computes shared ECDH-key S = eo-R' + e1-G’ If (%) dees hot h9|d’ thee S = 5" with

- 4: Verifier encrypts e?hemeral private keys eg,e; € F, with S, probability 1/q, i.e. negligible

i.e. O = AES(S 6()”61)

- 5: Verifier sends (CAE) to Prover (Wallet Provider) as challenge S :
. 6: Prover computes’Sf,— a-FE, decrypts C retrieving e(,e]; on success M No HSM-firmware WSCA but software-based WSCA (e.g., |
7. Prover sends e..¢” to Verifier on success 5 container) and standard (PKCS#11) HSM— no vendor lock-in

8- If ¢ — en and ?e” ! ¢1 then Verifier Accepts otherwise Rejects . M Avoids PIN-data leakage risk by HSM-bound PIN verification

. O 0o — €o 1= €

IZI Setup of HSM-based Secure Messaging (SCl)
~ Avoids Repudiation risk by providing publicly verifiable user-
signed instructions
U Uses only one HSM call overhead per instruction — scalable,

NIMAL

Publicly verifiable but not transferable, how do make a transferable proof? flexible, high-performant and cost-efficient (2245)
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Making publicly verifiable & transferable instruction signature (Avoiding Repudiation risk)

How to make the verification in Step 4 publicly verlflable?

.........................

Internal

How to prove G' =a-GandR' = a - R (*) y=ay9

Second method: Certificate
*  Verifier is Trusted Third Party (TTP)

* TTP signs ephemeral key E (Challenge) proving that the Prover (Wallet Provider) has not generated private keys e , €1 himself

* TTP encrypts the private keys e , €1 with the corresponding ECDH shared key S

* If Prover can provide e , e; as Response this implies that (*) holds and is Publicly Verifiable & Transferable.

. Protocol

Transferable proof generation by Verifier (TTP) and Prover (Wallet Prov1der
i that Statement (*) holds -
. Output: Accept or Reject Statement (*) by Verifier

. M No HSM-firmware WSCA but software-based WSCA (e.g.,
‘ container) and standard (PKCS#11) HSM— no vendor lock-in

1: Verifier generates random ephemeral private keys eg,e; € Iy

M Avoids PIN-data leakage risk by HSM-bound PIN verification
. [ Setup of HSM-based Secure Messaging (SCI)

i 2: Verifier computes ephemeral public key E =eo-R+e1-G 5 : ] o ) o ) o
| 3: Verifier computes shared ECDH-key S = eo-R + e1-G’ L M Avoids Repudiation risk by providing publicly verifiable &
4: Verifier encrypts ephemeral private keys eg,e1 € F, with S, transferable user-signed instructions
i-_e-_ g—_AES(_SEOﬂel) .1 Q Uses only one HSM call overhead per instruction — scalable,

v
6: I'Prover ~Vvérifies signature on E, computes S’ =a-F, decrypts C

flexible, high-performant and cost-efficient

_________________________________________________________________________________________________________________________

| retrieving €y, €, on success

| 7: Prover sends ep,c] (Response) to Verifier on success

| 8: If e, =ep and €} =e; then Verifier Accepts otherwise Rejects

9: Challenge (FE,Sig) plus Response ep,e; is transferable proof of (x)

____________________________________________________________________________________________________________________

Publicly verifiable and transferable, but requires two HSM caIIs and can we get rid of the Trusted Third Party?
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Making publicly verifiable & transferable instruction signature (Avoiding Repudiation risk)

How to make the verification in Step 4 publicly verifiable?

P > U
I I " o NG = a-G
How toprove G' = a-Gand R =a- R (*) ” X
=g ¥ Q
Third method (and proposed method, some details left out for presentation): Internal
*  Wallet acts as the ‘TTP’ Certificate

* Wallet generates ephemeral keys e, e;in a provable ‘random’ way from Seed = Wallet Pr(/)(;ider can also rely on proof on (*)

* Wallet signs the ephemeral key E (Challenge) with its private possession key u; public key U also included in Internal Certificate

* Wallet signature on the Challenge also includes Hash(Hash(ey)) and Hash(Hash(e;))

* Wallet encrypts Seed, Instruction and blinded SECDSA signature with ECDH-key S (secure messaging)

* Wallet Provider Response is not e, e; but Hash(ey) and Hash(e;) to ensure confidentially of ECDH-key S used in Secure Messaging
* Challenge-Response publicly verifiable & transferable

//Challenge signature also includes Instruction Serial Number; verification/replay detection in Wallet Provider Perimeter: security in depth

Idea' M No HSM-firmware WSCA but software-based WSCA (e.g.,
’ container) and standard (PKCS#11) HSM— no vendor lock-in
eO = HaSh (Seed | | R || R’ || G ” G’ || "O") M Avoids PIN-data leakage risk by HSM-bound PIN verification
i M Setup of HSM-based Secure Messaging (SCl)
— ! / nm4qn '
81 - H(lSh (Seed | | R | | R | | G | | G | | 1 ) M Avoids Repudiation risk by providing publicly verifiable &

transferable user-signed instructions

| M Uses only one HSM call overhead per instruction — scalable,

flexible, high-performant and cost—efficient

HSM-based EUDI wallet > HSM-based wallet security challenges = SECDSA design = Cryptographic details = PQC-transistion=> Java



e
Transition to Post Quantum Cryptography (PQC)

 HSM-based wallets offer inherent cryptographic flexibility, enabling rapid integration of new algorithms—including post-
guantum cryptography (PQC)—by simply updating the HSM.

* Annex C of the paper discusses a variant of the HSM-based wallet design that is PQC-ready, allowing for a first step in the full
PQC-transition.

* This variant:
leaves no PQC-vulnerable data in the wallet by removing the blinded basepoint G' = a - G from the internal certificate

exchanges no PQC-vulnerable data between wallet and wallet provider by using a PQC algorithm like ML-KEM instead of

ECDH
- Is highly compatible with the original design allowing for easily switching to it when necessary.
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Java implementation

=

Internal certificate issuance (Protocol 4)

Encrypted/signed instruction generation (Algorithm 37)

Instruction execution, verifiable Transaction Record generation (Algorithm 38)
Third-party Transaction Record verification (Algorithm 39)

FuII spec: Annex D of specification (https://wellet.nl/SECDSA-EUDI-wallet-latest.pdf)

W

GeneratelnternalCert(String, String, String): InternalCert
GenESlInstruction(byte[], byte[], InternalCert, String, String, String): EncSignedInstruction

ExecESInstruction(EncSignedlinstruction, InternalCert, String, String): TransactionRecord

3 3 3 3

VerifyTRecord(InternalCert, Certificate, TransactionRecord): boolean

Java implementation
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e
Java implementation

*%% HSM-based approach: activation/issuance of internal certificate

**% Request Wallet Provider for wallet activation and internal certificate issuance Protocol 4 Annex D (Enter Return):
Choose new PIN: 12345

Internal Certificate successfully issued.

Info: Internal Certificate :aced00057372001a5345434453414857616c6c657424496e7465726e616c43657274940Fad8ee552b6Ta0200054c00024964740

Enter instruction for Wallet Provider/WSCA (any string, e.g. "Generate Key"): GenKey

*%Secure Cryptographic Interface (SCI)xx

Enter additional data to be End2End (GCM-AES) encrypted between wallet and WSCA, e.g. EN 419221-5 authorization data: SECRET_DATA
Enter PIN to sign, End2End encrypt and send instruction Alg. 37: 12345

Info: Message sent to Wallet Provider consists of:

Info: la. Ephemeral Key R: 3059301306072a8648ce3d020106082a8648ce3d03010703420004T60218e282ec85h3fhb4afed3blca7635a9473b1003
Info: 1b. Blinded Ephemeral Key R': 3059301306072a8648ce3d020106082a8648ce3d03010703420004007606c86939fhe2f979811469dfd50f0135a05f2
Info: 1b. Message Serial Number (plaintext): 0000000000000001

Info: 2. CiphertextAndTag: acedB005757200025b42acf317f8060854e00200007870000006bh26e409208%e4d76%9ala4cl133f1889ddf6875def3e76T4ebb8e
Info: 3. Challenge (plaintext): aced000857372001a5472616e73666572457150726T6F66245369676€65644368616c9081229¢37d4949c0200025h0003536

Wallet Provider/WSCA: End2End encrypted data in received instruction: SECRET_DATA

PIN correct, instruction "GenKey" accepted and executed and Transaction Record generated (Alg. 38): acedB0057372001f534543445341485
Let Transaction Record be verified wallet or by any party, e.g. judge or mediator Alg. 39 (Enter Return):

Transaction Record correct: true

Java implementation
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Conclusion
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