
     Three gaps in the draft EUDI-wallet certification scheme — and how to resolve them 

On 31 March 2026, ENISA has published two draft documents: the wallet provider security 

requirements and the EUDI Wallet certification scheme. In this post I indicate three gaps in these 

documents and proposals resolving them. My focus is also on the remote HSM architecture, as this is 

commonly adopted by member states for implementation in 2026. 

Gap 1: No architecture-specific security requirements for WSCA/WSCD 

Neither document uses the WSCA/WSCD architectures assumed in the ARF and used in practice — 

Remote HSM, Smart Card, eSIM/eSE and native secure element — as its foundation. Even a more 

basic distinction between a remote HSM architecture and the three local architectures is absent. 

One would expect the documents to start with generic requirements for the WSCA/WSCD, followed 

by specific requirements per architecture type. This is especially important because — as explicitly 

stated in CIR (EU) 2024/2981 — the WSCA/WSCD is designated as the foundation of wallet security, 

for which resistance against attacks with high attack potential is required. However, the relevant 

attacks and corresponding countermeasures are tightly coupled to the chosen WSCA/WSCD 

architecture. I propose structuring the certification requirements around the four recognised 

WSCA/WSCD architecture types, starting from a common baseline and adding architecture-specific 

requirements.  

Gap 2: Insufficient guidance on when AVA_VAN.3 suffices for remote HSM architectures 

Section X.1.3 of the candidate certification scheme does specifically address the remote HSM 

architecture: "For instance, in cases where the WSCA runs outside of the WSCD (typically, in the 

remote HSM case, on a server connected to the HSM), then level AVA_VAN.3 could be considered 

sufficient, with strong assumptions on the protection provided by the operating environment that 

would need to be verified in the evaluation of another component." This level refers to the Advanced 

Vulnerability Assessment in the sense of the Common Criteria evaluation manual ISO/IEC 

18045:2022, Annex B. Note that CIR CIR (EU) 2024/2981 stipulates level AVA_VAN.5 (resistance 

against attackers with High attack potential) instead of level AVA_VAN.3 (resistance against attackers 

with Enhanced-Basic attack potential). 

The suggestion that the lower evaluation level AVA_VAN.3 instead of AVA_VAN.5 suffices for a 

server-based WSCA in the remote HSM case — based on "strong assumptions on the protection 

provided by the operating environment" — is curious. The underlying idea itself is sound: a wallet 

provider can organise its cryptographic design such that all relevant high attack potential threats are 

effectively mitigated through clever use of the HSM (WSCD). 

However, attributing this mitigation almost exclusively to the wallet provider's operating 

environment is misleading. What actually matters here is the cryptographic quality and binding 

properties of the communication between the wallet and the WSCA — referred to in eIDAS 

terminology as the Secure Cryptographic Interface (SCI).  

I propose that the ENISA documents explicitly specify under which architectural and SCI design 

conditions a server-based WSCA in a remote HSM architecture may be evaluated at a lower 

AVA_VAN level. A critical example is that the design must ensure that no PIN data is processed 

outside the HSM (WSCD) — i.e. no data that would allow an attacker to brute-force the PIN. This 

requirement can also be inferred from CIR (EU) 2015/1502. This is cryptographic objective E in Table 

1 of https://wellet.nl/SECDSA-EUDI-wallet-latest.pdf; the SECDSA-based wallet solution meets this 

requirement. 

https://certification.enisa.europa.eu/publications/draft-candidate-eudiw-scheme-v04614-public-review_en
https://eudi.dev/2.8.0/architecture-and-reference-framework-main/
https://eur-lex.europa.eu/eli/reg_impl/2024/2981/oj/eng
https://www.iso.org/standard/72889.html
https://www.iso.org/standard/72889.html
https://eur-lex.europa.eu/eli/reg_impl/2024/2981/oj/eng
https://eur-lex.europa.eu/eli/reg_impl/2015/1502/oj/eng
https://wellet.nl/SECDSA-EUDI-wallet-latest.pdf


Gap 3: Repudiation risk in Remote HSM architecture left unresolved 

Appendix B of the security requirements document contains an inventory of the threats in the Risk 

Register in CIR (EU) 2024/2981, with references to where in the security requirements each threat is 

mitigated. However, the repudiation risk (TR64) — "Relying parties can have difficulties proving 

consent for remote electronic signatures" — is identified but not mitigated. 

This is not a new or obscure problem. It relates specifically to the remote HSM-based wallet 

architecture and corresponds to a remote signing challenge that has been open since 1999. The core 

issue is that in a remote signing architecture, the cryptographic operation takes place on a server 

rather than on a device in the user's physical possession. This makes it structurally difficult to prove 

— to a relying party or in a legal dispute — that the legitimate user actively consented to a specific 

signing or authentication act, rather than that consent was simulated by an attacker who had 

compromised the user's device or the communication channel. In a remote HSM architecture an 

attacker could trigger a valid authentication on behalf of the user without their consent — directly 

undermining the eIDAS assurance level High guarantee. It is important to note that an HSM-based 

WSCA does not automatically meet this requirement. 

I propose that the ENISA documents include an explicit requirement that in the HSM-based wallet 

architecture, authentication requests towards the wallet provider by the user are publicly verifiable 

by any party and also prove user consent. This would mean that any relying party — or indeed any 

court — can independently verify that a specific authentication or signing act was genuinely initiated 

and approved by the legitimate user, rather than performed on their behalf without their knowledge. 

This is the case in the SECDSA-based wallet solution. 

 


